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SPIDACEE, LICENSE.SPIDASTUDIO.COM, AND SPIDASOFTWARE.COM

DisSABLE HTTPS CONTENT INSPECTION

What is this?

Many firewalls have the ability to inspect HTTPS traffic. This is done by intercepting HTTPS connections,
decrypting intercepted traffic, and then re-encrypting this traffic before sending to SPIDAcalc.

Why can this not be used with SPIDAcalc?

In order to ensure the integrity of data sent to SPIDA servers, as well as license information returned to
SPIDAcalc, SPIDAcalc will only trust connections which have been encrypted and signed with SPIDA-
obtained certificates. This ensures that traffic has not been tampered with in transit. SPIDAcalc will
validate that connections are encrypted and signed using correct certificates on connection initiation
and will not allow a connection with unexpected certificates.

How do I turn this off?
SSL/HTTPS Content Inspection needs to be bypassed or disabled for:

e license.spidastudio.com
e cee.spidastudio.com
e map.spidastudio.com
e www.spidasoftware.com

Additionally, if you have a SPIDAmin deployment in spidastudio.com, inspection must be bypassed for
that domain as well.

Barracuda Web Security Gateway: See SSL Inspection with the Barracuda Web Security Agent (WSA)

Check Point: See Solution ID sk92888

Cisco FireSIGHT: Add “Do Not Decrypt” rule as instructed in Configuration of an SSL Inspection Policy on
the Cisco FireSIGHT System

Eset: See KB3125

F5: Set up an SSL Bypass as instructed in F5 SSL Intercept Deployment Guide
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https://campus.barracuda.com/product/websecuritygateway/article/BWF/ConfigSSLInspection71/
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk92888
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/200202-Configuration-of-an-SSL-Inspection-Polic.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/200202-Configuration-of-an-SSL-Inspection-Polic.html
http://support.eset.com/kb3126/?locale=en_US
https://www.f5.com/pdf/deployment-guides/ssl-intercept-dg.pdf

Forcepoint/Websense: See Bypassing SSL decryption for specific sites

Forefront Threat Management Gateway: See Excluding sources and destinations from HTTPS inspection

Fortinet: Add above domains to exemption list as instructed in SSL Inspection

Juniper Networks: See Disabling SSL Inspection

Zscaler: See SSL Inspection

QUESTIONS

If you have any further questions, please go to SPIDA Software’s Support Site for additional
documentation.

If you can’t find what you are looking for, the SPIDA Support Team is here to help. Select the “Submit
Ticket” button located in the sidebar of the Support Site.

SPIDAWEB LLC

560 OFFICENTER PL., GAHANNA, OH 43230

(614) 470-9882

WWW.SPIDASOFTWARE.COM

Proprietary Information: The information contained in this document is the property of SPIDAWEB LLC
and is furnished to the recipient as confidential matter. Unauthorized use is strictly prohibited. The
holder of this document shall not share, disclose, divulge, or otherwise communicate the document’s
contents, in whole or in part, to any third party except as expressly authorized by SPIDAWEB LLC.

Copyright: © 2018 SPIDAWEB LLC. All rights reserved. No part of this document may be reproduced,
transmitted, transcribed, or translated into any language without the prior written permission of
SPIDAWEB LLC.

SPIDA” is a registered trademark of SPIDAWEB LLC. All other brands or product names are the property
of their respective holders.

% © 2018 SPIDAWEB LLC. All rights reserved.


https://www.websense.com/content/support/library/web/hosted/admin_guide/ssl_bypass.aspx
https://technet.microsoft.com/en-us/library/dd441085.aspx
http://www.fortinetguru.com/2016/07/sslssh-inspection/
https://www.juniper.net/documentation/en_US/idp5.1/topics/task/trouble/intrusion-detection-prevention-ssl-inspection-disabling.html
https://help.zscaler.com/zia/how-do-i-deploy-ssl-inspection#Define-your-organizations-policy-for-SSL-inspectio
https://spidasoftware.zendesk.com/hc/en-us

